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PROLOGUE 
This report is brought to you by UBDS – a leading organisation in 
Cloud Transformation and Delivery. Insights to this report have been 
gathered from our work with Amazon Web Services, Microsoft 
Azure, Department for Work and Pensions, HMRC, Home Office and 
Imperial College London. 
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Introduction 
 

If the spring of 2020 has taught us nothing else, it has taught us that we need to be prepared - 
for anything. In a matter of weeks, countries across the globe moved from everyday society to 
isolation and lock-down. COVID-19 impacted every part of everyone’s lives: it was the catalyst 
for transformational change in Technology Departments across the UK and abroad. The 
pandemic forced organisations to work differently and transform, proving that it can be done, if 
the drivers are right. 

Organisations that had already embraced cloud technology and agile working were best 
prepared: within hours, they organised COVID-19 response teams, reordered backlogs, and 
scaled remote access solutions - sometimes by as much as 400% - and this minimised the 
impact to frontline service. Organisations that were still reliant on physical infrastructure and 
service management processes could be caught off-guard. Although leadership helped address 
the gaps in some areas, this pandemic, like any significant transformation, has once again 
proven that we need more than just leadership to survive or grow more robust in a crisis. 

 

COVID-19, we hope, is the exception, but the need to transform, adapt, and change is the norm. 
Budget cuts, mergers, acquisitions, new market entry, new technologies, new competitors, and 
changing cyber threats, require organisations to become more responsive and agile while 
reducing costs and inefficient practices. 

COVID-19 may have exposed some of the challenges that organisations face, but it is the tip of 
the iceberg. Over-reliance on legacy infrastructure and processes and an out-of-touch workforce 
can leave organisations exposed to cyber-attacks and loss of data. These inefficiencies and 
setbacks will reduce profit margins, which often results in firms struggling to attract and retain 
the best talent, and ultimately, running the risk of becoming obsolete. 

In this UBDS Insight Digital Transformation for Cloud, we help organisations take that first step 
towards transforming to modern, digital ways of working. We explain the technologies, 
processes, and modus operandi needed to prevent the next challenge from escalating into an 
organisational crisis. We hope it will help you take that first step. 
 

For more information please contact us at engage-us@ubds.com  

UBDS helped HMRC scale its remote access solution 
from 10,000 to 60,000 users in a matter of days. 
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Benefits of Digital Transformation 
 

UBDS helped the Department for Work and Pensions migrate its 138 legacy line of business 
applications from its Outsource IT Provider to a hybrid-multi-cloud model.  

 

Our team migrated 50% of applications to Amazon Web Services through a combination of re-
writing, re-platforming or simply re-hosting; the rest were moved to Microsoft Azure, On-
Premises Datacentre hosting, or were retired. One application that provides income support for 
people temporarily out of work reduced its annual costs from £8M direct costs, and £20M 
indirect (shared) expenses, to £132k per annum: this represents a reduction in annual running 
costs by over 60 times. 

Applications running in the cloud also benefit from: 

Instant scalability auto-scaling is built into the solution, so any increase in demand is automatically 
handled. 

Infinite supply there is some limit to cloud capacity, but since you will not reach it, each 
organisation's cloud capacity can be deemed as infinite. 

Self-healing cloud-native applications are load-balanced and identify when one instance is 
having issues, closing it down and routing traffic to another instance 

Pay-as-you-consume 
 

all businesses can benefit from closing non-production instances (dev, test, staging) 
when not in use, and some companies can reduce their consumption costs to zero 
out of business hours. 

Reliability 
cloud-hosted services are not only scalable and able to self-heal but operate across 
multiple availability zones and regions; any failure at the hardware, rack, data room, 
or datacentre level is automatically handled with zero loss of service. 

Security 
cloud-hosted services benefit from the latest security patches and firmware 
updates, and there are also hundreds of native products designed to protect your 
services from attack or suspicious behaviour. 

 

These factors are only a fraction of the advantages obtainable from hosting services and 
applications in the cloud.  
 

“We saved over £30M per annum by moving our applications to Cloud.” 
DWP Head of Hybrid Cloud 
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The many benefits available for cloud-hosted applications are broadly acknowledged. The 
challenge lies in transforming the technology organisation so that it’s able to incorporate all the 
advantages. To this end, UBDS have developed a proven Operating Model for Cloud. A portion 
of that Operating Model is illustrated in Figure 1 below. Teams can take feature requests, bugs 
and product upgrades from a ‘front door request’ backlog and move it from request to live in less 
than a day. This transformation is accomplished through microservices architecture, automated 
testing, automated security scanning, and use of infrastructure as code and blue-green 
releases. 

 

 

 

Figure 1: Optimised for Cloud Delivery 

 

UBDS has assisted large, medium, and small-sized enterprises in their cloud transformation. 
These organisations typically realise benefits of: 

 Lower running costs 
 Fewer security incidents 
 More efficient processes 
 Reduced time from request to live 
 Increased flexibility and adaptability 
 The ability to attract and retain the best and brightest talent 
 The use of smaller, better-formed teams, and the need for fewer of them 
 Increased efficiencies generate an energetic, positive, can-do culture that has a direct 
line through to improved outcomes and profitability 
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Culture Eats Strategy for Breakfast 
Culture eats strategy for breakfast is a famous quote from legendary management consultant 
and writer Peter Drucker. He was not implying that strategy is unimportant; but if the culture 
does not support the strategy, then the strategy will remain unfulfilled. Even organisations that 
have not managed their datacentres themselves, but instead used large Tier 1 Outsourced 
Service Providers, seem to have some mistrust for Amazon, Microsoft, Google and other cloud 
providers. This scepticism is apparent despite endorsements, scrutiny, and independent tests 
by central Government Organisations like the National Cyber Security Centre (NCSC). Figure 2 
demonstrates one of the many cultural challenges to be overcome in embracing cloud 
technology. 
 

Figure 2: Illusions of On-Premise vs. Cloud 

 
 
Changing an organisation’s culture requires a multi-level approach: 
 

 Leadership is most critical: it may require bringing in an interim Chief Digital Officer to 
work alongside the Chief Technology and Information Officer. The interim officer could 
take responsibility for the digital transformation on behalf of the CTO. The 
disruptive/change leader should have experience in migrating, and potentially, in 
operating large amounts of data and services from the cloud. 

 Training is the next key step: people fear what they don’t understand. UBDS 
recommends all technology staff take 1-3 days for training in cloud technology, and we 
can provide many courses and self-learning pathways.  

 Tooling is the third crucial area: training teams in these tools or providing time for self-
study, is vital. Tools designed for collaboration, agile working, iterative development and 
automation should begin to be the norm and replace more traditional waterfall and 
service management tooling. 

 Finally, it is about having people with the right attitude and aptitude in key roles. 
Organisations may consider a full refresh through zero-based organisation design 
(ZBOD), or changes to recruitment, promotion and leadership opportunities.  
 
A cultural change may seem like a lot to implement, but a journey of a thousand miles 
beings with that first step. 
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Journey of a Thousand Miles 
 

We live in a world where we continuously hear buzzwords and expressions like, “iterate, iterate, 
iterate”, “fail fast” and “take more risks”. These platitudes may seem innocuous when running 
back-office or non-critical services, but making a mistake in the release of a banking app or 
artificial intelligence Alzheimer scanning tool, can cost millions of pounds, jobs, reputations, and 
even worse, lives. 

 

UBDS recognises each organisation is different, and 
the approach to transformation will vary depending on 
the size, complexity - and criticality - the services 
provided. Some organisations will have pockets of 
teams operating in a modern agile, cost-efficient 
manner; others will have yet to start. 

 

 

The first step is to start with the end in mind: identifying the drivers for transformation. These 
may include adapting to survive, enacting a recent merger or acquisition, new leadership, 
responding to budget cuts, new entries to the marketplace, or remaining in the lead. UBDS can 
help organisations visualise what the final result will look like, how teams will operate in the 
future, and how customer-obsessed, outcomes-focused delivery can prevail. Figure 3 highlights 
four key areas to drive in the transformation.  

 

 

 

  

“I knew we needed to change and UBDS helped me to achieve  
that change from initial vision through to implementation.” 

CTO, Imperial College London 
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Digital transformation will only succeed 
with powerful leadership to both drive 
the change and help the organisation 
remain steadfast throughout the 6-12 

month journey 

Organisations benefit most from the cloud 
when they are organised around product 
delivery squads underpinned by standard 

shared services. The broader 
organisation can be engaged through 
roadshows, training, engagement and 

tooling. 

A simple business case will help the 
Executive Team and Board see how a 

small investment can generate a 
significant return in both financial and 

non-financial benefits. This can be 
extended further using cloud reserved 

instances and more efficient use of 
licences. 

As detailed earlier, culture, especially 
around security, is critical. Once teams 

see the benefits of cloud hosting they will 
wonder why they ever struggled with 

racking, cabling, patching, power units, 
cooling and the numerous worries that had 

no direct relationships to the business's 
core capabilities. 
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Conclusion 
We hope we won’t experience another global 
pandemic in our lifetimes. What we know we 
will encounter, however, is the need to adapt, 
change and innovate. With an uptick in remote 
working, a need for greater collaboration, and 
rapid updates and releases combined with cost 
pressures, there has never been a better time 
to transform for the cloud. As this Insight has 
shown, there are many ways to start; this can 
be as simple as giving staff a training day to 
learn about Amazon Web Services (AWS), 
Microsoft Azure, or Google Cloud Platform 
(GCP). Or it could extend to restructuring the 
way teams are organised, tools are used, and 
processes are followed. The transformation 
could first be incubated in a small group of 6-8 
people and then expanded. 
Cloud conversion can begin regardless of your 
current estate; you could be running a Virtual 
Mainframe Environment, Red Hat Enterprise 
Linux v3.0, Windows 2000 server, AIX 
technology, Siebel, Oracle, or a WebSphere. 
You could be in one office or globally dispersed. 
Everyone can benefit from the cost-efficient, 
elastic, secure, modern, reliable privileges of 
cloud hosting and agile working. 
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About Us 
UBDS was formed in the early 2000s to be a Digital Transformation Partner for organisations 
wishing to transform their digital services and migrate to hyperscale cloud providers, including 
Amazon Web Services, Google Cloud Platform and Microsoft Azure. We help organisations 
incorporate the many ensuing benefits of lower costs, increased flexibility, security and 
reliability. UBDS is an AWS Advanced Partner, a Microsoft Gold Partner and a VMware on AWS 
Partner. We have experienced engineers and teams at all levels of the technology stack: 
infrastructure, networks and application, and at the organisational level: C-level, board, financial, 
commercial, design and operations. 

 

 

 

For Further Insights Or Just To Talk Through  

What You Are Trying To Achieve Please Contact Us At: 

 

engage-us@ubds.com  

 
0330 987 5299 

 


